BUILDING A STRONG CYBERSECURITY
PROGRAM JUST GOT EASIER.

¢ AVALON Cyber

Gain confidence in your cybersecurity posture by taking advantage of one of Avalon Cyber’s strategic, all-in-one service packages.
Each plan offers world-class security solutions, delivers predictable costs, and ensures a stress-free experience while developing

and maturing your organization’s comprehensive security program.

Select your service plan. Calculate your costs.

Simply choose one of our fixed monthly subscription packages, which were developed with a variety of entities in mind, from small
teams to highly regulated businesses. Or select a completely customizable version that includes incident response services and a
virtual CISO at your disposal. Then, to automatically see estimated pricing* for each plan, use our online calculator.

Features Essentials Enhanced Premium Custom
(See page 2 for detailed Designed for small teams Perfect for businesses that Ideal for businesses with Custom solutions to help
descriptions of each feature) to effectively manage require a comprehensive ambitious growth plans businesses achieve a
fundamental cybersecurity security solution and a strong security focus greater level of security
Active Open Source Intelligence
Gathering v v v v
IT Hygiene & Asset Management v v v v
Managed EDR/NGAV & Monthly
Roll-Up Reporting v v v v
Continuous Threat Hunting —
24/7/365 v v v v
Online Training & Exams v v v v
Endpoint Continuous Vulnerability
Scanning v v v v
Phishing Simulator v v Managed v
Dark Web Monitoring 1 domain 2 domains 3 domains v
Perimeter Vulnerability Scanning
(quarterly) 51Ps 10 IPs 25 IPs v
Live Training 1 day 2 days v
Penetration Testing (external) 1 day 2 days v
Microsoft 365/G-Suite Best Practice
Security Audit (annual) v v
Cloud Security Posture
Management v
Advanced Log Monitoring (SIEM) v
Managed Log Monitoring v

Included Professional Services

Security Helpline v v v
Advisory/Consultative Services 8 hrs 16 hrs

Incident Response
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Virtual CISO


https://avaloncybersecurity.com/cybersecurity-service-plans/

Active Open Source Intelligence Gathering

Continuous analysis of publicly available information about your
organization that is commonly used by threat actors for purposes
of exploiting your organization and employees.

IT Hygiene & Asset Management

Quickly dive in and explore applications, accounts, and assets
using real-time data from your systems.

Managed EDR/NGAV & Monthly Roll-Up Reporting

Avalon Cyber’s tested and proven robust endpoint monitoring
solution screens malicious behavior at the endpoint level, allowing
our team of experts to alert you and take immediate action to shut
down a potential threat.

Continuous Threat Hunting - 24/7/365

Provides deep and continuous human analysis, 24/7, to relentlessly
hunt for anomalous or novel attacker activity designed to evade
standard security detection technologies.

Online Training & Exams

Online training to ensure your employees understand the
mechanisms of spam, phishing, spear phishing, malware,
ransomware, and social engineering and can apply this knowledge
in their day-to-day job.

Endpoint Continuous Vulnerability Scanning

Real-time assessment of vulnerability exposures on endpoints
throughout your organization.

Phishing Simulator

Deliver realistic phishing emails to your employees to gauge their
awareness of attacks and indicate what to do with phishing emails
when they receive them.

Dark Web Monitoring

Continuous monitoring service that searches for and tracks your
organization’s information on the Dark Web.

Perimeter Vulnerability Scanning (quarterly)

Inspection of your company’s network perimeter for purposes of
detecting missing patches and misconfigurations that leave your
company vulnerable to network attacks.

Live Training

An Avalon Cyber expert will provide relevant, insightful, and
actionable information about cyberattacks and what other
companies are doing to thwart them.

CALCULATE YOUR COSTS

Visit our website to use our Cost Calculator. Simply
enter the number of users at your organization to
see estimated costs* for each of our plans.

Penetration Testing (external)

Our team will safely simulate the actions of threat actors targeting
your external network with the objective of gaining access to your
network and systems.

Microsoft 365/G-Suite Best Practice Security Audit (annual)
Avalon Cyber utilizes several standards for its Best Practices
Review, such as CIS, NIST, CISA, and Microsoft standard security/
settings best practices.

Cloud Security Posture Management

Detects and prevents misconfigurations and control plane threats,
eliminates blind spots, and ensures compliance across AWS,
Azure, and Google Cloud.

Advanced Log Monitoring (SIEM)

Avalon Cyber manages your SIEM solution by monitoring for
anomalous behaviors, customizing dashboards, building reports,
and alerting to meet your security needs.

Managed Log Monitoring

To help meet compliance obligations, Avalon Cyber can help
ingest log data into a SIEM for purposes of visibility, analysis,
reporting, and long-term storage.

INCLUDED PROFESSIONAL SERVICES

Security Helpline

Direct, secure communication with our experts who will provide
the support you need, when you need it most.

Advisory/Consultative Services

We help you build a highly resilient cyber program, while
simultaneously enabling productivity and the continued success of
your business.

Incident Response

Our IR professionals work collaboratively with your team to
handle critical security incidents and help prevent them from
happening again.

Virtual Chief Information Security Officer (vCISO)

Our experts provide support by overseeing the design,
development, and integration of your cybersecurity program.

*Packages and prices subject to change without notice.

CONTACT US

To learn more about how Avalon Cyber's managed security

services can help protect your data and infrastructure,

contact us today at cybersales@teamavalon.com.
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